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  The Company

BurstIQ was founded in 2015 by Frank Ricotta 

(current CEO) and Brian Jackson (current 

COO). The firm is headquartered in Denver, 

Colorado, and was initially bootstrapped  

by the founders. To date BurstIQ has raised  

$5.9 million, most recently through  

a series A round in October 2019 led by 

Elsewhere Partners. BurstIQ claims to be cash 

flow positive, and it plans to use the money 

raised in 2019 to grow its reach and network 

both within the US and beyond.

The BurstIQ strategy is to be a Platform as 

a Service (PaaS) development foundry and 

“network-of-networks” infrastructure that 

enables partners and customers to create 

industry solutions. BurstIQ enables this 

strategy by providing a developer toolkit  

and APIs.

 The Technology

BurstIQ is a data exchange network that 

leverages blockchain technology to build 

secure data solutions, creating identity profiles 

by using big data. The profiles are then used 

in applications, which for BurstIQ primarily 

focus on the healthcare sector, though the 

technology is still generally applicable to other 

data and industries. BurstIQ’s goal is to build a 

global network for specific and true ownership 

of data, exchange the data at scale, and find 

deep connections within the data. Its secret 

sauce is to:

 Store virtually all data (except for images) 

on-chain rather than on- and off-chain 

combined

 Use proprietary machine learning 

algorithms and techniques to create 

individual identity profiles from among the 

disparate blockchain data

Founded 2015 | HQ Denver, CO | <50 employees | Post-revenue start-up

BurstIQ is a data exchange network that leverages blockchain 
technology to build secure data solutions, creating identity profiles by 
using big data. There should be no shortage of early adopters and firms 
with relevant innovative business models able to build on the company’s 
PaaS to extend standard enterprise blockchain security and data 
analytics capabilities.  
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 Provide highly secure data access by 

managing consent and compliance at a 

granular level

The identity profiles created by BurstIQ are 

agnostic and can, in theory, be associated with 

virtually any type of data – personal, devices 

(such as IoT), locations, etc. 

Storing data on the blockchain provides several 

well-known capabilities:

 Decentralization

 Transparency

 Immutability

But storing all of an application’s data on-chain 

can also result in challenges:

 Public knowledge of private information

 Performance issues

 Difficulty in performing analytics

As a result, today many, if not most, blockchain 

applications use both on- and off-chain data. 

Sensitive personal data (e.g., identity, health, 

intellectual property) can’t be held on-chain 

in most blockchains. BurstIQ’s approach to 

dealing with these known challenges is to 

provide highly secure identity creation and 

management all on the blockchain. The goal is 

to leverage on-chain capabilities while at the 

same time overcoming the on-chain security 

and performance disadvantages. Machine 

learning is used to create identity profiles from 

the various data on the blockchain(s). BurstIQ’s 

performance is reported to be similar to 

Mongo/Hadoop environments. 

0 2 4 6 8 10

Figure 1  
BurstIQ Assessment

Company 
Viability

Market 
Visibility

Market 
Growth

Product

In simple terms, the BurstIQ network is a 

network consisting of other networks. BurstIQ’s 

partners and customers can all create one 

or multiple blockchains within the BurstIQ 

network. All of the data in these networks, 

except images, is stored in the blockchain. For 

images, just the metadata is stored. 

For example, a health/life-sciences information 

exchange could consist of health data that is 

securely shared between firms. One blockchain 

in the BurstIQ network could consist of clinical 

data provided by “firm A.” A second blockchain 

could consist of patient and provider 

information/credentials provided by “firm B,” 

while “firm C” could provide a blockchain of 

digital therapeutics. BurstIQ’s machine learning 

algorithms would mine the combined data in all 

blockchain networks to create identity profiles 

from the identities in each blockchain. From the 

common identity profiles, new insights would 

be developed based on the data across all of 

the blockchain networks. 
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BurstIQ says they have a unique capability to 

manage security, consent, and compliance 

(such as HIPAA and GDPR) across the 

blockchains. Security is via cryptographic 

data. As such, only authorized users can 

access appropriate blockchains and data 

within the blockchain network. In addition, 

the BurstIQ platform provides data consent 

and compliance at a highly granular level. 

We consider this an unusual, if not unique, 

capability compared to more common data 

access authorization approaches.

Finally, it’s worth noting that a key benefit of 

the BurstIQ platform is its ability to create the 

identity profiles (which can be any type of data) 

and to further create connections between 

profiles via proprietary machine learning 

capabilities. These identities are created by 

analyzing on-chain data across blockchains. 

Once identities are created, partner and 

customer applications access and use profiles. 

This is pretty impressive, and certainly caught 

our attention, as typically machine learning 

requires data to be consolidated off-chain in an 

appropriate database format. 

 Our Opinion

Machine learning and big data analytics are not 

topics typically thought of in conjunction with 

secure enterprise blockchains. In fact, at first 

blush these appear somewhat in conflict as 

machine learning mines sensitive data at scale 

while healthcare blockchains provide security 

and decentralization. A challenge for BurstIQ 

will be to communicate and make firms 

comfortable with the BurstIQ consent and 

privacy approach as it applies to patient data. 

That being said, many BurstIQ aspects will 

need to be communicated to make firms 

comfortable with using the platform, for 

example that it provides machine learning/data 

analytics across in situ blockchain networks 

rather than with a large, separately formatted 

database. 

This all potentially pits a start-up (BurstIQ) 

head-on against the likes of Oracle and IBM, 

but it is early days for enterprise blockchain so 

there is room for that. It is also worth noting 

that we don’t see the big boys as having the 

BurstIQ capabilities at this time, which is not to 

say these companies could not develop them. 

The bottom line here is that there should be 

no shortage of early adopters and firms with 

relevant innovative business models able to 

build on a BurstIQ PaaS to extend standard 

enterprise blockchain security and data 

analytics capabilities.  

Figure 1 shows our assessment of BurstIQ 

across four categories.
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 SOAR Analysis

Strengths 
 Blockchain network that overcomes inherent  

ML/data analysis challenges

 Granular consent and data security

 HIPAA, GPDR, NIST, etc. compliance 

Opportunities 
 Global healthcare markets

 Financial services

 Consumer identity

Aspirations 
 Become the de facto blockchain data analysis 

network

 Migrate from healthcare to other industries such 

as financial services (KYC, AML, credentialing)

 Monetize healthcare patient information

Results 
 Active PaaS blockchain network

 App dev toolkit and APIs

 Over 100 clients

 Advice to Buyers
BurstIQ’s PaaS is one of the most advanced, 

for its niche, within the current enterprise 

blockchain market. Of course, platforms 

require people to build applications on them, 

so the question is: who would build these 

platforms? The current focus of BurstIQ is 

on healthcare, and although there has been 

lots of talk about leveraging blockchain in the 

healthcare sector, there has been little in the 

way of practical progress to date. If the interest 

is real, as it appears to be, then healthcare 

industry leaders and consortia should take 

a look at BurstIQ as a potential fast track to 

adoption, as it provides a ready-to-use and 

compliant platform for development. 

The actual app development, taking into 

account the distributed nature of blockchain 

projects, will be led by healthcare technology-

focused firms and system integrators.  

We advise those firms and SIs that are 

interested in and investing in highly secure 

distributed health information networks  

to look closely at BurstIQ. 

Finally, though the firm is focused on 

healthcare, the BurstIQ platform is itself 

agnostic; after all, it’s just data. Therefore, 

though it may be a diversion for BurstIQ itself, 

their focus on healthcare should not be seen as 

a restriction to other firms or consortia outside 

of healthcare that are looking for a ready-made 

platform to build a distributed blockchain 

“network of networks.” This applies particularly 

to those with core needs in building identity 

profiles and machine learning analysis  

and insights. 
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Deep Analysis is an advisory firm that helps organizations 

understand and address the challenges of innovative and 

disruptive technologies in the enterprise software marketplace.

Its work is built on decades of experience in advising and 

consulting to global technology firms large and small, from IBM, 

Oracle, and HP to countless start-ups.

Led by Alan Pelz-Sharpe, the firm focuses on Information 

Management and the business application of Cloud, Artificial 

Intelligence, and Blockchain. Deep Analysis recently published 

the book "Practical Artificial Intelligence: An Enterprise 

Playbook," co-authored by Alan and Kashyap Kompella, 

outlining strategies for organizations to avoid pitfalls and 

successfully deploy AI.

Deep Analysis works with technology vendors to improve their 

understanding and provide actionable guidance on current and 

future market opportunities.

Yet, unlike traditional analyst firms, Deep Analysis takes a buyer-

centric approach to its research and understands real-world 

buyer and market needs versus the “echo chamber” of the 

technology industry.

Contact us:

info@deep-analysis.net

+1 978 877 7915
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Alan Pelz-Sharpe is the founder of 

Deep Analysis. He has over 25 years  

of experience in the IT industry, 

working with a wide variety of  

end-user organizations like FedEx, 

The Mayo Clinic, and Allstate, and 

vendors ranging from Oracle and IBM 

to start-ups around the world. Alan was 

formerly a Partner at The Real Story 

Group, Consulting Director at Indian 

Services firm Wipro, Research Director 

at 451, and VP for North America  

at industry analyst firm Ovum. He is 

regularly quoted in the press,  

including the Wall Street Journal and 

The Guardian, and has appeared  

on the BBC, CNBC, and ABC as an  

expert guest.

Peter Brooks has over 25 years of 

experience defining and quantifying 

the strategic, financial, and operational 

business value of technology. His 

clients have been both end-user and 

vendor organizations. He has worked 

at IBM, PwC, Wipro, several start-ups, 

and his own consultancy. Peter is a 

certified (PMP) project manager, has 

published numerous articles including 

co-authoring Harvard Business School 

working papers, and presents at 

industry conferences.

mailto:info%40deep-analysis.net?subject=

