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The Essentials

The Chinese government has financed the 

creation of a nationwide controlled and 

permissioned blockchain platform that enables 

developers to build applications faster and 

at lower cost than previously, in support of 

an extended digital economy. It’s a wake-up 

call for other nations to stop waiting to see 

how and if blockchain will emerge and to start 

moving forward themselves. 

China’s Blockchain-based Service Network 

(BSN) first came to light in September 2019 

and went live in April 2020. The development 

of an ultimately global blockchain network 

is seen as key to China’s ambition to move 

beyond reliance on the internet and instead to 

build a true next-generation IT infrastructure 

linked directly to both 5G and its massive cloud 

ecosystem. Together, this next generation 

internet can support the future development 

of smart cities and the industrial use of the 

Internet of Things (IoT) at scale, as well as 

providing a foundation for the development of 

a multitude of application services.

Western countries should not necessarily 

copy the BSN, but it does set a bar that will 

require some kind of response or nations will 

be left behind. Though such a tightly controlled 

government-led approach to blockchain 

has clear and inherent risks, it also brings 

a level of order and standardization that 

would otherwise be difficult to enact; it also 

potentially brings a reduction in commercial 

fraud, which is rampant in the blockchain 

world. 

The Blockchain-based  
Service Network (BSN) 

An initiative of the Chinese government’s State 

Information Center, the BSN was first revealed 

in September 2019 with the publication of a 

white paper. The paper stated that the goal 

of the BSN was to mimic the concept of the 

internet and to provide a publicly available 

framework to build blockchain applications 

that share digital assets and data in a trusted 

network.1 At the time the white paper was 

published, few realized that the BSN was set 

to go live just six months later. In hindsight, 

though, a November 2019 speech given by  

Xi Jinping, the Chinese president, encouraging 

the use of blockchain should have signaled that 

efforts were well under way. 

The BSN is a China-wide blockchain network 

that was funded by the Chinese government 

to the tune of $29 million (at launch). It is 
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a permissioned network open to anyone 

who meets the requirements to participate. 

The BSN was designed by these partner 

organizations:

 State Information Center Informatization 

and Industry Research Department

 China Mobile Communications Corporation 

Government and Enterprise Service 

Company

 China Mobile Group Design Institute  

Co. Ltd.

 Research Institute of Electronic Payment, 

China UnionPay Co. Ltd.

 China Mobile Financial Technology Co. Ltd.

 Beijing Red Date Technology Co. Ltd

 China Mobile Group Zhejiang Co. Ltd.

The principal technical design was undertaken 

by the small firm Beijing Red Date Technology 

Co. Ltd., whose CEO is Yifan He. The company 

was founded in 2014 and has around 100 

employees. 

At the time of launch (April 25, 2020) the 

BSN consisted of 128 city nodes, with plans 

to extend to around 200 nodes both inside 

and outside China within the year. The BSN 

is an initially national, but ultimately global, 

blockchain infrastructure (it has already 

established nodes in the US, Singapore, 

South Africa, Australia, Brazil, and France) 

designed to accelerate the growth, commerce, 

development, and use of blockchain 

applications at a low cost, and to support 

the creation of an extended digital economy. 

Though designed by Chinese developers, the 

system runs, in part, on local Amazon AWS data 

centers. Outside of Dubai and its Smart Dubai 

initiative,2 China’s BSN is by any measure the 

most ambitious global (non-crypto) blockchain 

deployment to date.

Figure 1 
The BSN atop the internet: conceptual architecture

The BSN will provide the connectivity 

backbone for the Digital Silk Road for 

China’s global trading partners. The sheer 

ambition, scale, and speed of the rollout 

would not have been possible without a 

top-down government-mandated approach 

that corralled all the necessary resources 

and parties to work together. Indeed, much 

of the BSN initiative has been driven by 

China Mobile in conjunction with its fast 

rollout of both 5G and cloud computing. 

The BSN has been able to leverage China 

Mobile’s expertise and extensive work in 

cloud computing to provide highly efficient 

multiplexing across cloud providers. 

China’s BSN primarily consists of a series 

of interconnected city nodes that utilize a 

permissioned Hyperledger fork. The nodes 
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are local data centers and/or cloud computing 

services that process transactions. (See Figure 

1.) Though not a blockchain protocol itself, the 

BSN is a platform that developers can plug 

into and make use of blockchain protocols and 

public chains. The platform has been designed 

to bring unity, oversight, and standardization 

to a previously fragmented ecosystem. It 

does this by normalizing modified versions of 

blockchain protocols (primarily Hyperledger, 

along with the regional Xuper Chain and FISCO) 

and providing formal software development 

kits (SDKs) to connect and work with them. 

Developers can apply for an SDK license; once 

approved, they pick their protocol of choice and 

their local computing resources, then set to 

work. Applications built atop the BSN can run 

on any cloud system, such as Huawei, AWS, or 

Ali Cloud, at a cost of $400 per year, far below 

the usual price tag (in the thousands  

of dollars).

Conceptually, the BSN framework is structured 

in a series of layers (see Figure 2):

 Public city nodes: Localized core system 

functionality for data storage, transaction 

processing, and access control

 Consensus order cluster services (run by 

China UnionPay): Standardized consensus 

order services running either collectively or 

distributed

 Permission management chain: System 

level management chain for roles and 

permissions

 Smart gateway: Connections and APIs for 

external systems to the city nodes

 Chain code mechanism: Pre-built and pre-

configured application publishers

Figure 2 
BSN functionality

Through these layers, the BSN delivers a 

series of interconnected regional networks 

that provide a common backbone for 

developers. Though thousands of developers 

have already accessed and started playing 

with the SDKs, it’s too early to know which 

applications will prove most popular. But 

clearly the Chinese government hopes that 

this work will drive forward its stated goals of 

smarter cities and improved supply chains.3 

These are key to BSN architecture in that it 

has been built to manage and distribute high 

rates of data flow that 5G, IoT, or for that 

matter AI may throw at it in the future. The 

BSN that launched in April 2020 is phase 

one, and more city nodes are to be added in 

this phase throughout the coming year. More 

importantly, BSN city nodes will be open-

sourced and available to any organization 

that provides cloud or data center services, or 

that wants to contribute code. Assuming, that 

is, that they are prepared to meet the criteria, 

standards, and regulations set by the BSN. 
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The Challenge for  
Other Countries
What China has spent to build a national 

platform ($29 million) is less than some 

organizations are planning to spend to build 

their own proprietary platforms (which involves 

reinventing the wheel rather than pooling 

resources). Being government funded and 

sanctioned, the BSN provides a very low-

cost entry point for local developers to build 

applications that immediately connect to a 

major business network and, in time, trading 

platform. The BSN is analogous to China’s 

incredibly ambitious Belt and Road initiative 

that now spans more than 70 countries.4 

This concept of a next generation internet 

has been raised many times in relation to 

blockchain. But the fragmented nature of 

enterprise blockchains to date has been the 

key argument to thwart such ideas. China has 

taken a controlled and standardized approach 

to blockchain, wherein blockchain simply plays 

the role of validator or system of trust in a 

second-generation commercial internet service, 

built on top of the existing internet.  

Clearly, there are geopolitical implications 

related to a China-based, controlled, and 

permissioned blockchain platform. As 

mentioned earlier, Western countries should 

not necessarily copy the BSN, but some kind 

of response is required to avoid being left 

behind. China’s tightly controlled government-

led approach to blockchain has clear and 

inherent risks, but it brings a level of order 

and standardization that would otherwise 

be difficult to enact; it also potentially brings 

a reduction in commercial fraud, which is 

rampant in the blockchain world.

Blockchain vs. Internet

Blockchain technology provides a system of trust 

through immutability: data or a transaction recorded on 

a blockchain can never be changed. Blockchain works 

by distributing a ledger of all the transactions across a 

wide network of nodes. Each node contains a full copy of 

the ledger, and a consensus across the nodes (parties) is 

required to verify and validate any update before it can be 

approved. Information, data, or transactions are not present 

in any single location; rather, they are distributed across the 

blockchain network. All blockchains do in practice is to build 

distributed ledgers of immutable transaction records. 

The internet, on the other hand, works on the basis of 

centralization. Information, data, or transactions are 

stored in single locations and shared on demand across 

the network. On the internet, everything is controlled 

and maintained centrally, so if there is a problem with a 

single server or location, failure can result. For example, 

the content published on the Deep Analysis website is 

stored and managed in a single location. If that location 

experiences a problem, everything can be lost, corrupted, 

hacked, or made unavailable.  

Adding blockchain functionality to the internet – or at 

least parts of the internet (for example an existing trading 

network) – can be transformative, bringing the potential 

for countless new applications and business models that 

benefit from controlled trust, transparency, and auditability 

across multiple entities. The potential for commercial and 

more controlled developments of the internet have been 

explored for decades. Blockchain can deliver on  

that potential.5
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Such a controlled, top-down approach to blockchain may run counter 
to so-called “free market” thinking, but a similar approach to telecom 
and transportation networks in many countries – where they are 
considered core infrastructure and are tightly regulated to ensure 
universal access – has been successful in the past and will continue to 
be in the future. 

The Wild West of permissionless blockchains 

will continue in the foreseeable future, but 

there is an important role for tightly controlled 

permissioned blockchains at regional, national, 

and international levels. For countries still 

waiting to see how and if blockchain will 

emerge, it’s time to stop waiting and start 

moving. In our work at Deep Analysis, we see 

too many standards bodies and consortiums 

engaging in endless talk regarding blockchain 

networks but making little practical progress. 

Some progress (albeit limited) outside of China 

is being made commercially through major IT 

vendors such as IBM, with its FoodTrust and 

TradeLens initiatives, and Oracle, enabling 

blockchain across its business applications.6 

While there have been initiatives for state 

and federal government use of blockchain in 

Germany, the US, and the UK (for example), 

there has been little in the way of broader 

national initiatives. An exception is India, which 

recently published a report outlining a future 

national blockchain strategy, though again with 

little (if any) progress on the ground.7 

Call to Action
There is no getting away from the fact that 

China has taken the global initiative. If nothing 

else, the BSN’s launch should be a wake-up 

call. Such a controlled, top-down approach 

to blockchain may run counter to so-called 

“free market” thinking, but a similar approach 

to telecom and transportation networks in 

many countries – where they are considered 

core infrastructure and are tightly regulated to 

ensure universal access – has been successful 

in the past and will continue to be in the future. 

As of this writing, the BSN is a blockchain 

system that runs in China, and the goal is 

eventually to expand outside of the country. 

Interested buyers outside China may want 

to take a step back and recognize that as 

blockchain works in a truly distributed fashion, 

for many practical purposes the wider the 

network, the better. In supply chains, the goal 

is to have every link in the chain connected, 

and just like with a cellular network, that is best 

done by making the network widely available 

and at a low cost, rather than piecemeal and 

at a high cost. Those involved in multinational 

trade with China should take a look at the BSN 

to see where and how connecting to it could 

be of value in reducing costs and supply chain 

friction. 
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Endnotes

1  https://global.bsnbase.com 

2  https://www.smartdubai.ae/docs/default-source/

publications/reference-document--dubai-blockchain-policy.

pdf?sfvrsn=19522b4_4 

3  Read more about digital supply chains in our report, “Crisis 

Paves the Way for Supply Chains to Go Digital,” at  https://www.

deep-analysis.net/report/crisis-paves-the-way-for-supply-chains-

to-go-digital/ 

4  https://www.beltroad-initiative.com/belt-and-road/

5  For an analysis of the Enterprise Blockchain market, see our 

report, “Enterprise Blockchain – Market Forecast & Scenarios 

2019-2024” at https://www.deep-analysis.net/report/enterprise-

blockchain-market-forecast-scenarios-2019-2024/

6  See Deep Analysis’s extensive research on other  

blockchain efforts.

Vendor Vignettes:

Cisco Blockchain at https://www.deep-analysis.net/vendor-

vignette/cisco-blockchain/ 

Hyland Credentials at https://www.deep-analysis.net/vendor-

vignette/hyland-credentials/ 

Oracle Blockchain at https://www.deep-analysis.net/vendor-

vignette/oracle-blockchain/ 

Salesforce Blockchain at https://www.deep-analysis.net/

vendor-vignette/salesforce-blockchain/

Analyst Notes:

“Did Cisco just make a big Blockchain mistake?” at https://

www.deep-analysis.net/2019/10/did-cisco-just-make-a-big-

blockchain-mistake/ 

“Oracle the Blockchain Dark Horse” at https://www.deep-

analysis.net/2019/09/oracle-the-blockchain-dark-horse/ 

“Blockchain will disrupt ECM & BPM” at https://www.deep-

analysis.net/2019/06/blockchain-will-disrupt-ecm-bpm/ 

7  https://niti.gov.in/sites/default/files/2020-01/Blockchain_

The_India_Strategy_Part_I.pdf 
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Deep Analysis is an advisory firm that helps organizations 

understand and address the challenges of innovative and 

disruptive technologies in the enterprise software marketplace.

Its work is built on decades of experience in advising and 

consulting to global technology firms large and small, from IBM, 

Oracle, and HP to countless start-ups.

Led by Alan Pelz-Sharpe, the firm focuses on Information 

Management and the business application of Cloud, Artificial 

Intelligence, and Blockchain. Deep Analysis recently published 

the book "Practical Artificial Intelligence: An Enterprise 

Playbook," co-authored by Alan and Kashyap Kompella, 

outlining strategies for organizations to avoid pitfalls and 

successfully deploy AI.

Deep Analysis works with technology vendors to improve their 

understanding and provide actionable guidance on current and 

future market opportunities.

Yet, unlike traditional analyst firms, Deep Analysis takes a buyer-

centric approach to its research and understands real-world 

buyer and market needs versus the “echo chamber” of the 

technology industry.

Contact us:

info@deep-analysis.net

+1 978 877 7915
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